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Hawaii state 
Federal Credit Union 

March 24,2003 

Chief of Records 
ATIN Request for C o m t s  
Office of Foreign Assets Control, Department of the Treasury 
lS00 Pemylvania Am., N.W. 
Washingta D-C. 20220 

Gentlemen: 

In xesponse to OFAC’s requesr for commettts bn the updated Internal EmnoOmic Sanctioa Enforcement 
Guidelirkes, Hawaii State Federal Credit Union is in hvor of most asp- oflbe proposal. However, there 
are some other important issues that we want to share with you. 

e Determhtim ~EVi~latidCautionary Let tdWamiug Letters 

Hawaii StaTe Federal. Credit Union agrees drat investigation and enfomment of economic 
sauctions violations rests with OFAC. And firther, that the sc~ons mcecd gut are determined by 
OFAC based on the substantive nature of the violation and foreigo palicy add mtional security 
objectives of the sanctions program involvcd. 

Hawaii State Federal Credit Union a w e s  that in the exmcise of iis discreuon, OFAC would 
determine that issuing a wamhg letter, citing the specific facts and relevant law might achieve the 
same result as a monetary penalty lo ensue future complimce 4th OFAC. The exa~nples for 
which warning letccrs might k issued are r-onable and accepble. 

We would like to submit, for y o u  consideration, to add the followhg situatioIls to t he  t q l e s  
mmmtd in the Guidelines in which a warning letter i s  sent instead of a civil penalty, in the 
event of transacrion violations; 

1) Transactions where the names are spelled slightly diffamtly !?om OFAC SDN list; and out- 
hvesdgation shows that the person does not live in the s m c  g m m l  area as listed by the 
SDN. F d e r  investigation uncovers that the person had moved. It k determind at a later 
date that the pason is the m e  as that on the SDN. A report is filed immediately 10 correct 
thc trrtrr. W t  would e o n d m  this aetion a voluntary disclosme. The financial instituuon 
exercised “due diligence” but bec3we ofthe late filing, that is a monetary penalty assessed 
for the ‘?mcontrollable” event. 

2) The financial institution has installed a software progmm to scan cvswner daabase far 
SDNs. A “glitch’’ in the software fails to idenrify a d  block the b r g t  account. A report is 
submitted to OFAC late after the discovery of the error. The financial. institution exercised 
voluntaty disclosure. The hnaIlcial htinUtioI1 exercised “due diligence", it is subjet to 
civil pemlty for late filing that resuIted fiom an “unconbollable” event. 
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Hawaii State Fedml CTdt Union agrees that the criteria for initiating civil penalty enfarcement 
action may differ depending on the substantive mturc of the violatim as discussed in chiis section 
- tbat each Glum to respond to a q u e s t  by OFAC to furnish a report of a tramaction generally 
rtsults .in a proposed penalty of $10,000 wirh .!I lesser amount for late filing within the fist month 
and over one month late. 

We fed that the voluntarv disclosure and the propored penalties should be reviewed f d m  and 
removed to a ‘’warning Mter“ ategory rather thm a “civil penalty” category tvhtn situations fall 
mdm unconuollable events and where “due diligcnce” is practiced. TIE vohmary disclosures 
sir~ations, such as described id 1) and 2) above, are late filings BUT are presented late due to 
uncon.01hblc ~ ~ t s -  The iinanchl institution should not be hit with c M 1  p l t i e s  for 
compl.ying wi& rhe law albeit !,ate disclosures. These were no1 deliberate omissions by the 
fimnciial institution h reporridg to OFAC. 

* AggravatingFactms 

Hawaii Sme Fedhal Credit Union a p e s  Gvith the list of aggravating factors that are example of 
wllxll and deliberate disrorgard for the law. OFAC administers a series of other laws thjt 
supplement the Updated h ~ d  Economic S3octions Mortment Guidelines, all ef which 
impost economic mcnom against “‘hostile” targets to further U.S. foreign policy and m d o d  
security objecdvss. 

I l e  Guidelines were estabIished pursuant to Presid& and Congressional mandates. OFAC administers 
and Gdforces 24 economic sanctiads programs that preserve and advancc he US. foreign policy and 
national security objedvc% Jn order fox the 24 smctions prbgrams to work there must be uniform 
co~pwtion among all financia1 instit~tions to monitor the a.ansactiolls ofmmed organizations add 
i~~dividuals. If such nansactions o c m ,  and the fimcid insdrntions volunM-ly come for& with the 
viblations, the entire nation benefits. 

In closing, we support the proposed enforcement guidehes. However, we ask [bat you consider our 
comments to help fuaher enhsnce tht Gai&lines. We thank OFAC for rht spportunity to comment. 

President 

Cc: Crcdit Union National Association (CUNA) 


